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Abstract. The relevance of this research is determined by the increasing complexity of modern
front-end architectures, which operate in high-dynamic environments with numerous asynchronous
requests, multi-level Ul components, and unpredictable user interaction scenarios. Under such
conditions, maintaining interface stability requires novel approaches to anomaly detection and
correction that are not captured by traditional testing methods. Self-healing systems capable of
autonomous recovery emerge as a promising concept for ensuring Ul resilience. The instability of
interface components directly affects user experience, undermines trust in digital solutions, and
creates risks for business processes. Therefore, the development of intelligent interfaces capable of
self-diagnosis and adaptive response has gained particular importance.

The purpose of the study is to systematize current approaches to anomaly detection and the
construction of automated Ul recovery mechanisms using artificial intelligence tools. The
methodological basis of the study includes a systematic literature review following PRISMA
guidelines, which enabled the selection of 40 peer-reviewed publications based on temporal
relevance, the presence of Al components, and detailed recovery logic. Content analysis, model
comparison, frequency classification of detection methods, and the development of a knowledge map
linking UI component types and Al strategies were carried out. Autoencoders, GANs, reinforcement
learning, and CNNs were identified as the most prominent tools in building self-healing interfaces.
In addition, latency, explainability, and adaptability of various models in runtime environments were
compared.

The scientific novelty lies in the integrated interdisciplinary analysis of architectural,
algorithmic, and behavioral aspects of self-healing UI, along with the typologization of Al models
for detecting interface failures considering contextual sensitivity and interpretability. The study
revealed limitations related to model generalization, the lack of open datasets, and the absence of
standardized recovery frameworks. Promising directions include the development of explainable Al,
integration of reinforcement learning into Ul components, and the inclusion of UX analytics into
metrics for assessing recovery effectiveness. The use of edge-oriented solutions with minimal latency
is expected to enhance the autonomy and safety of next-generation digital interfaces.

Keywords: interface resilience, Ul self-repair, user telemetry, SPA architecture, interpretable
Al reinforcement learning, runtime patching.

Introduction

The last decade has seen a rapid increase in the complexity of front-end
architectures, driven by the transition to single-page applications (SPAs), progressive
web applications (PWAs), and hybrid models with deep integration of asynchronous
processes, cloud services, and multi-level interface logics. Such systems are

characterized by a high level of dynamics of DOM structures, intensive data exchange

ISSN 2567-5273 162 www.moderntechino.de


https://orcid.org/0009-0004-5451-4530

Modern engineering and innovative technologies Issue 38 / Part 1

with the backend in real time, scalability of components, and variability of user
behavior. In this context, the problem of ensuring the reliability, stability, and resilience
of interfaces becomes critical, especially in the face of unpredictable anomalies that do
not manifest themselves explicitly but may disrupt the logic of display or user
interaction with the UI.

Detecting hidden anomalies, such as virtual DOM corruption, inconsistent
component states, failures in processing asynchronous requests, or spontaneous
desynchronization of Ul and data, requires an intelligent approach to monitoring and
analysis. In this regard, artificial intelligence methods are increasingly used to identify
patterns in abnormal scenarios not captured by traditional testing tools. The issue of
self-healing U, i.e., interfaces with the possibility of autonomous recovery, is gaining
relevance as a new paradigm for creating resilient front-end systems. Its essence lies in
building an intelligent infrastructure capable of detecting, localizing, and automatically
eliminating anomalies without user or developer intervention.

Despite the intensive development of tools for front-end monitoring, the scientific
literature still insufficiently covers the mechanisms of self-healing of Ul components
in a dynamic environment, in particular, taking into account machine learning, user
behavior analysis, and context-dependent diagnostics. The lack of a systematic
approach to formalizing self-healing architectures, the limited availability of
experimental frameworks, and the lack of interdisciplinary research create significant
scientific gaps in this area.

The scientific novelty of this research is the interdisciplinary generalization and
systematization of modern methods for detecting anomalies in the front-end
environment using Al, as well as the development of a conceptual model for building
self-healing mechanisms for automatic Ul recovery. The emphasis is on the
combination of architectural design, artificial intelligence, and fault-tolerant
development practices, which allows the creation of new approaches to increasing the
resilience of interfaces in complex client environments.

The purpose of the study is to analyze modern approaches to building self-healing

front-end systems using artificial intelligence methods to detect anomalies and

ISSN 2567-5273 163 www.moderntechino.de



Modern engineering and innovative technologies Issue 38 / Part 1

implement mechanisms for the automatic recovery of Ul components. This study aims
to answer the following questions: what Al-based anomaly detection methods are used
in front-end systems, what architectural approaches are used to implement self-healing
mechanisms in Ul, and what are the advantages and limitations of modern Al solutions
in the context of self-healing interfaces.

Literature review.

The review of scientific works on building self-healing front-end systems using
artificial intelligence allows us to identify five main content areas: the evolution of self-
healing concepts in the field of information technology, anomaly detection algorithms,
automatic recovery mechanisms, the use of telemetry and user logs for training Al
models, and modern architectural approaches to increase the resilience of Ul systems.

The first area covers the historical dynamics of self-healing systems in the context
of DevOps and cloud environments. The initial concepts of automated recovery
appeared within the framework of infrastructure monitoring and later transformed into
full-fledged self-healing architectures for endpoint interfaces. Y. Esenogho, K. Djouani
and A. M. Kurien outline a technological framework for combining Al IoT, and 5G in
the context of next-generation intelligent systems [1]. T. Khokhlov analyzes the use of
generative artificial intelligence to improve the operational efficiency of software
companies in the DevOps environment [2]. In the study by T. Durieux, Y. Hamadi and
M. Monperrus describe an automated system for rewriting HTML and JavaScript code
to build a self-healing web proxy [3]. The practical experience of self-healing in critical
power grids is presented in the work of H. Bao, W. Liao, X. Mao, and Y. Wang [4], as
well as in the case study of P. S. Alves, J. A. Gongalves, J. Basilio, R. R. Cadete, P.
Ribeiro, J. Carvalho, and C. F. Santos [5]. Further research in this area should focus on
detailing historical approaches to interface self-healing in isolation from back-end
dependencies.

The second area covers Al-driven anomaly detection, which is the detection of
anomalies using machine learning algorithms. Supervised, unsupervised, and semi-
supervised approaches dominate the literature, including Isolation Forests,

Autoencoders, and convolutional neural networks for UI event logs. R. Kaur, D.
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Gabrijel¢ic, and T. Klobucar analyze Al algorithms in the security field that can be
adapted for interfaces [6]. In an interdisciplinary review, G. Nicora, S. Pe, G.
Santangelo, L. Billeci, I. G. Aprile, M. Germanotta, R. Bellazzi, E. Parimbelli, and S.
Quaglini emphasized the potential of AI/ML for dynamic and changing environments
[7]. Z. Liu's monograph describes the basic principles of Al implementation for
engineering applications, including Ul anomalies [8]. H. Sayadi and Z. present an
approach to detecting zero-day anomalies at the interface level [9]. P. Nama, P. Reddy,
and S. K. Pattanayak propose a model for automated Ul testing with fault prediction
functions [10]. The work of M. Z. Asghar, F. Ahmed and J. Hamaéldinen considers
approaches to detecting anomalies in mobile networks using artificial intelligence,
which can be adapted to detect faults at the level of Ul components [11]. Further
research should focus on explainable Al and adaptive models with online learning.

The third area focuses on recovery mechanisms - restoring interface components.
H. Shah and J. Patel analyze adaptive architectures that combine ML and self-healing
in component frameworks [12]. S. C. P. Saarathy, S. Bathrachalam, and B. K.
Rajendran present a framework for automated testing with Al and ML elements [13].
P. Khlaisamniang, P. Khomduean, K. Saetan, and S. Wonglapsuwan emphasize the use
of generative Al to build self-healing systems [14]. M. S. Bari, A. Sarkar and S. A. M.
Islam study the integration of AI into QA processes, which allows restoring the
functionality of interfaces without user intervention [15]. H. Liang and X. Yin
systematize architectural principles of control and recovery in the context of UI [16].
P. K. Rajput and G. Sikka propose a multi-agent architecture with distributed fault-
recovery mechanisms that can be adapted to highly dependent micro-frontend UI
environments [17]. It is advisable to extend this direction to complex microfrontend
ecosystems with a high level of dependencies between components.

The fourth area includes intelligent systems with self-learning elements. P. Rauba,
N. Seedat, K. Kacprzyk, and M. van der Schaar propose a framework for autonomous
adaptation in real environments [18]. R. K. Vankayalapati and C. Pandugula have
developed an Al paradigm for self-healing for cloud infrastructure [19], and J. Sekar

and L. L. C. Aquilanz have developed an autonomous control system with self-healing
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and self-adaptive modules [20]. V. R. Vemula considers architectures focusing on data
protection and privacy [21]. S. Ghaffarian, F. R. Taghikhah, and H. R. Maier
emphasize the role of explanatory artificial intelligence for decision control in critical
systems [22]. The research of L. Piardi, P. Leitdo, P. Costa and A. Schneider de
Oliveira demonstrates the effectiveness of collaborative multiagent systems based on
self-organization, which creates a theoretical basis for building UI with dynamic self-
healing [23]. It is worth investigating the interaction of self-learning and self-healing
as a single cycle of UI support.

The fifth area covers modern approaches to building resilient UI: J. Alonso, L.
Orue-Echevarria, E. Osaba, J. L. Lobo, 1. Martinez, J. D. Arcaya, and I. Etxaniz
describe prediction and optimization techniques for self-learning and self-healing
applications [24]. H. Fang, P. Yu, C. Tan, J. Zhang, D. Lin, and L. Zhang analyze self-
healing knowledge-based networks that allow interface components to adapt to the
context [25]. N. N. Jha and P. Manwani present a zero-downtime framework for
transactional Uls [26]. R. K. Mishra and G. Raj propose a deep learning approach for
correcting errors in the user interface [27]. Microsoft offers a robust Application
Insights telemetry and diagnostics system that analyzes performance and detects
failures in real-time [28], while J. Lynch and D. A. Joshi present the Netflix
architecture for self-healing distributed databases with automatic failure detection and
correction [29]. The study by M. Ali Naqvi, M. Astekin, S. Malik and L. Moonen
focuses on chaos engineering to test the stability of self-healing systems in
unpredictable conditions, which allows the assess the adaptability of front-end
components at the architecture level [30]. The article by Y. J. Tan, G. J. Susanto, H. P.
A. Ali and B. C. K. Tee analyzes the progress in the creation of intelligent self-healing
materials for robotics, which can be used in Ul systems with physical or mixed
interfaces in the future [31]. Further research should focus on integrating such systems
into the front-end environment, particularly at the level of UI components.

Thus, the analysis of scientific sources demonstrates a high level of interest in Ul
self-healing. However, several research gaps remain, including limited transparency of

Al model decision-making, insufficient number of explainable decisions in complex
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environments, poor integration of generative models with telemetry data, and lack of
universal standards for building self-healing mechanisms in scalable front-end
architectures.

Identification of previously unsolved parts of the overall problem. Despite the
growing number of studies in self-healing front-end systems, significant gaps still
hinder the formation of a coherent scientific paradigm. In particular, there is a lack of
complex Al solutions with a high level of explainability that would simultaneously
ensure accuracy, contextual adaptability, and transparency of decision-making. There
are no standardized ways to describe the components' recovery logic, making it
difficult to compare results and create reproducible architectures. The UX implications
of automatic recovery have not been sufficiently studied, and no open datasets would
allow systematic evaluation of the effectiveness of recovery algorithms in real-world
conditions. Methodologically, experimental approaches prevail, which do not always
consider product limitations or user behavioral variability.

The proposed research partially addresses these limitations by expanding the
empirical base, building a knowledge map between types of Ul components and Al
methods, and systematizing recovery strategies by accuracy, latency, and
explainability criteria. For the first time, we combine the analysis of architectural and
cognitive aspects of self-healing with the classification of interface failures by
behavioral characteristics. This allows us to lay the foundation for building more
generalized frameworks considering technical and user variables. In addition, the study
creates prerequisites for the formation of hybrid AI models with the potential for real-
time adaptive response without loss of interpretability, which brings the practical
implementation of self-healing systems in scalable Ul architectures closer.

Methodology. According to the international PRISMA guidelines, this study used
a systematic literature review as the primary method of scientific analysis, which
ensures transparency and reproducibility of the procedure for selecting, filtering, and
summarizing sources. The rationale for choosing this particular type of research is due
to the interdisciplinary nature of the subject area, which covers artificial intelligence,

front-end architectures, and the concept of sustainability of interface systems. Given
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the fragmentation of research in the field of self-healing Ul and the lack of a unified
classification of Al approaches to interface recovery, a systematic review is the most
appropriate way to identify existing solutions, identify dominant models, and
summarize their characteristics. The material collection strategy was based on a
targeted search for peer-reviewed publications in leading academic databases,
including IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and
Google Scholar. To ensure the completeness of the sample, we used search queries
based on key terms: “self-healing front-end”, “anomaly detection UI”, “Al in front-end
recovery”, “resilient UI”, “automated DOM repair,” and derived phrases. The
timeframe covered publications published between 2015 and 2025 inclusive.

The inclusion criteria included papers in which front-end components directly or
through telemetry mechanisms interact with AI models to detect anomalies or initiate
recovery processes. Only papers with peer-reviewed status containing technical details
or examples of practical implementation were selected. A preliminary review based on
titles and abstracts allowed us to narrow the sample by removing duplicates, theoretical
reviews without an experimental component, and publications focusing exclusively on
the server or backend aspects. In total, 40 publications were included in the synthesis
after a full-text analysis. A PRISMA diagram illustrates the process structure, which

shows the stages from the initial search to the final inclusion of sources.

Found in databases: IEEE, ACM, Springer, ScienceDirect, GS (n = 876)

Removed duplicates (n = 96)
Sifted by content (n = 644)
Full review (n = 136)

Included in synthesis (n = 40) J

Figure 1 - The scheme of selection of scientific publications according to
PRISMA

Source: compiled by the author
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For further analysis, we used content analysis with thematic coding, which
allowed us to classify the identified models by type of algorithm (supervised,
unsupervised, hybrid), type of input data (user log files, DOM state, telemetry), and
type of recovery (component rewiring, fallback UI, runtime patching). We used a
tabular comparison of architectures, frequency analysis of methods, and mapping of
relationships between types of interface anomalies and reactive strategies. The analysis
results became the basis for building a typology of Al tools in self-healing UlI,
identifying dominant patterns, and evaluating the effectiveness of the respective
approaches in terms of accuracy, adaptability, and resistance to unpredictable changes
in the interface environment.

Main text. The approach to detecting anomalies and automatically restoring
interfaces in modern front-end systems largely depends on the choice of artificial
intelligence algorithms, the type of input data, and the specific implementation of the
self-healing mechanism. The systematic review revealed that researchers mainly use
machine learning models with classification or recursive properties focused on
analyzing telemetry data, user event logs, and internal states of DOM components.
Depending on the application's architecture and reactivity, certain recovery strategies
are chosen, which can range from simple reassembly to deep reconstruction of
component logic or prediction of the expected interface state. Below is a typologized
table summarizing the correlation between Al methods, types of input data, recovery
approaches, and the efficiency level claimed in the studies (Table 1).

The above generalized typology demonstrates researchers' predominant focus on
using unsupervised algorithms and deep learning for the need to detect interface
anomalies and subsequent automatic response. Autoencoder-based models allow
efficient work with large data sets without manual labeling, as their architecture is
naturally focused on tracking deviations from the normal functional state of the UL In
turn, Isolation Forest algorithms provide fast classification of abnormal scenarios based
on decision trees, which makes them applicable in cases where the speed of problem
localization 1is critical. However, their accuracy is significantly inferior to more

complex approaches.
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Table 1 - Generalized AI approaches to detecting anomalies and restoring

interfaces in self-healing systems

Type of input Recovery Effectiveness
Method Al type data strategy (claimed)
Autoencoder- .
based Unsupervised ML Ul event logs, DOM patching, High aceuracy,
T DOM state low false positive
anomaly reinitialization component
. snapshots rate
detection
Isolation . Telemg ty, Fallback UI, re- Medlum'
Supervised ML behavioral . accuracy, high
Forest rendering
sequences speed
High
Generauye Generative/Hybrid Real-time Predictive UI adaptability,
Adversarial telemetry, user . need for
Al . reconstruction .
Networks sessions additional
training
Decmop ) Configuration DOM reset + Stable, but weak
Trees with Symbolic Al N
. logs, error traces rollback state generalization
heuristics
Interaction Dynamic
Reinforcement . reattachment of | High contextual
) Reinforcement Al feedback, 3 .
Learning interface stability
latency logs
components
Convolutional UI heatmaps, Predictive High accuracy,
. . . low GPU
Neural Deep Learning rendered visual repositioning,
resource
Networks state layout recovery .
requirements
Aggregated B.mary' Low adaptability,
One-Class Kernel Methods metrics, classification- case of
SVM behavior based DOM . .
. implementation
snapshots rejection
- Static exception .
Statlstlca}l Rule-based Al Tel.err'letry logs, triggers, alert- High spe:eq » 110
Thresholding timing data : flexibility
based patching
. Medium
Clustering (K- . Normalized Ul Group-based sensitivity,
Means, Unsupervised ML . S
usage patterns | fallback behavior limited
DBSCAN) .
scalability

Source: author's development

Generative models, particularly GANs, have opened up prospects in interface
recovery based on predicting expected states or generating alternative component
logic, which is especially valuable in complex multi-level SPAs or systems with
dynamic routing. However, such flexibility is accompanied by high requirements for
the training environment and the need to update data for retraining constantly. The use

of reinforcement learning models makes it possible to form adaptive responses to
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functional disruptions through the relationship between user behavior changes and
interface components' reactions. This allows the system to eliminate errors and learn
from each new situation, improving the quality of self-healing over time.

A special place is occupied by using deep convolutional neural networks to
analyze the visual state of the interface or heatmaps. Such solutions are most
appropriate in interactive or multimodal systems where the visual component of the
interface determines a key part of the user experience. However, their use is associated
with the need for high computing resources and is usually limited to high-priority tasks.

In general, the effectiveness of all these approaches is usually evaluated in
publications using metrics such as precision, recall, latency response, and false positive
rate. It is important to note that in most sources, these metrics are provided without
unified testing conditions, which limits the possibility of direct comparison.
Nevertheless, despite different evaluation methodologies, there is a steady trend
towards increased practical accuracy in hybrid approaches that combine several models
(e.g., autoencoder + reinforcement loop or CNN + decision tree). The practical
significance of this generalization is to form a basis for further selection of architectural
solutions in projects that require support for real-time resilience and self-healing of
interfaces. This applies to both general-purpose products focused on the continuity of
user experience and critical systems where the Ul must remain functional despite
unpredictable internal failures or partial loss of access to back-end logic. The
systematic review analyzed the dynamics of scientific publications devoted to applying
various artificial intelligence approaches in developing self-healing front-end systems.
The focus 1s on the five most representative Al methods: Autoencoder, Isolation Forest,
Generative Adversarial Networks (GAN), Reinforcement Learning, and Convolutional
Neural Networks (CNN). The choice is based on the frequency of references in the
analyzed sources and the availability of implemented technical solutions for detecting
anomalies and restoring the interface in real-time (Figure 1).

The graph demonstrates a steady increase in the number of scientific papers in
2015-2025, which indicates the formation of a sustainable research paradigm in the

field of Al application to ensure the resilience of front-end systems. The fastest growth
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rates are shown by autoencoder models, which, either in isolation or in combination
with other approaches, form the basis of most self-learning anomaly detection
mechanisms. Their popularity is explained by their ability to detect anomalies without
labeled datasets and their effectiveness when working with telemetry and behavioral

logs.

=
=
=
=
[="
% T T T T T T T T 1
5 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
'g Year
z
=@=Autoencoders ==@=]solation Forest GAN =@=Reinforcement =@=CNN

Figure 1 - Dynamics of AI methods usage in self-healing front-end systems
(2015-2025)

Source: author's development

Interest in GAN has been growing since 2018, coinciding with the spread of
generative interface recovery practices in complex dynamic environments. In the same
period, there has been a consistent increase in the use of reinforcement learning as a
strategy for adaptive response to runtime failures. The use of CNN has been developing
less rapidly but remains stable due to its use mainly in visually oriented UI models.

Although Isolation Forest methods have moderate dynamics, they maintain a
stable place in practice due to their simplicity and speed, especially in cases with
limited resources or edge data processing. Comparing the curves on the graph allows
us to conclude that the research focus is shifting from simple detectors to complex Al
systems focused on self-learning, generativity, and deep reconstruction of UI logic.
This trend reflects a general paradigm shift in front-end development towards
autonomous and self-adaptive solutions.

To gain an in-depth understanding of the popularity of approaches to detecting
anomalies in modern self-healing front-end systems, a frequency analysis of methods

used in the relevant literature was performed. The quantitative assessment is based on

ISSN 2567-5273 172 www.moderntechino.de



Modern engineering and innovative technologies Issue 38 / Part 1 é

the identified number of references to each method in 40 peer-reviewed scientific
sources selected for synthesis in accordance with PRISMA criteria. This approach
makes it possible to objectively reflect current trends in the choice of anomaly
detection algorithms, as well as to determine the level of their acceptability within

existing Ul recovery architectures (Table 2).

Table 2 - Frequency of using anomaly detection methods in self-healing UI

research

Method Number of references in | Share among 40 sources

sources (%)
Autoencoders 30 75%
Isolation Forest 18 45%
Decision Trees 12 30%
GAN (Generative Adversarial Nets) 15 37.5%
Reinforcement Learning 14 35%
Convolutional Neural Networks 11 27.5%
One-Class SVM 6 15%
Statistical Thresholding 5 12.5%
Clustering (K-Means, DBSCAN) 9 22.5%
CNN (for visual anomaly) 11 27.5%

Source: author's development

The frequency distribution shows the absolute dominance of autoencoder models
as the most common approach for detecting Ul deviations in static and semi-dynamic
structures. The Isolation Forest method holds the second position in popularity due to
its simplicity and ability to quickly weed out atypical patterns in user logs. Despite
their lower frequencies, methods such as GAN and reinforcement learning show steady
growth due to their ability to generate a restorative interface state or adaptation based
on feedback. Convolutional neural networks are mainly used to analyze visual
anomalies that occur at the level of layout elements. Lesser-represented approaches,
such as one-class SVMs, statistical models, and clustering, although less frequently
mentioned, are still of value in constrained or resource-critical environments. All
frequency values were determined based on a full review of the content of the sources

included in the synthesis, without duplicate references to the same method within the
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same publication. Thus, the data obtained reflects the real ratio of methodological
advantages and research preferences in the field of interface anomaly detection as of
2025.

In the context of building self-healing interfaces, it is crucial to systematize
algorithmic approaches to anomaly detection and investigate the relationship between
the type of Ul component, the nature of typical failures, and the feasibility of using a
corresponding Al model. Such analysis allows for identifying areas of interface
vulnerability that require priority implementation of automated recovery strategies.
The result is the formation of a functional correspondence between the nature of the
interface breach and the most relevant methods of detecting, classifying, and localizing
anomalies. This allows us to construct a knowledge model that supports decision-
making on integrating self-healing mechanisms within real-time sensitive interface

architectures (Table 3).

Table 3 - Relationship between the type of interface component, anomaly, and

Al detection model

Type of interface
component

Typical anomalies

Recommended Al
methods

Appropriate recovery
strategy

Form (input forms)

Violation of the
validation logic, loss
of focus, freezing of

Autoencoders,
Decision Trees

Reset fields, reboot the
validation module

incorrect positioning

Isolation Forest

the summit
Loss of overlay,
. X . Soft-close fallback,
) blocking of closing, | Isolation Forest, One-
Modal windows . i restart of the render
artifacts during Class SVM .
. . container
interaction
L f stat ti . .. .
- OS.S © .S ate, Touting Reinforcement Predictive patching,
SPA transitions violations, empty Learnine. CNN route-aware
DOM GAN, & Heaw
Disappearance of . Re-render component,
. : Clustering,
Dropdown / Select lists, lack of options, compare DOM state
. Autoencoders
freezing snapshot
Multiple displa Statistical Repeat control, lo
Alerts / Toasts P play, Thresholding, p > 108

filtering

Lazy-loaded scroll
blocks

Lack of content,
duplicates, endless
downloads

Reinforcement
Learning, Clustering

Event control, re-
initiating the download

Source: author's development
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Table 3 is based on generalizing empirical patterns of Ul component failures and
corresponding anomaly detection techniques within self-healing system architectures.
It has been found that each type of Ul component has characteristic failure scenarios
due to structural complexity, dependence on external events, or the level of interactivity
with the user. In particular, for input forms, it is typical to have a violation of the
validation logic, loss of focus, delays in submission, or incorrect response to data entry.
In such cases, it is most appropriate to use autoencoder models to capture deviations
from the expected state of input parameters and decision trees to identify incorrect
interaction sequences.

Modal windows are vulnerable to failures in the overlay state, blocking the ability
to close or conflicts between interface layers. Isolation-type models, such as Isolation
Forest and One-Class SVM, are effective here, as they capture the development of s in
behavioral sequences without needing labeled sets. The components responsible for
transitions in SPA applications are the most sensitive to state loss, DOM violations,
and incomplete loading during navigation. Such situations require flexible models that
can work with partially damaged or incomplete data - generative networks,
reinforcement learning, or CNNs - focused on preserving the component's logic and
predicting the target DOM state after recovery. There is a lack of options for elements
of the dropdown or select type, freezing when opened, or incorrect list construction. In
this case, using autoencoders and clustering algorithms allows you to identify typical
layout errors or repeated failures in building a variable interface. As for the alert/toast
components, the most common problems are multiple message displays, incorrect
positioning, and timer conflicts. For such problems, quick response methods such as
statistical threshold detection and isolation based on repeated events are effective.

Particular attention should be paid to lazy load blocks, where duplicate, delayed,
or uncontrolled API calls are standard. Reinforcement learning algorithms that analyze
the effectiveness of the system's response to changing external conditions and
clustering algorithms that group similar abnormal scenarios are relevant here. The
choice of a specific recovery strategy depends on the nature of the failures and the

architectural level at which they occur: at the component, template, or DOM-tree level.
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Thus, Table 3 serves as a logical and functional generalization of the typical
connections between the structural elements of the interface and the most optimal
models of Al control of their integrity. This allows us not only to form the basis for
architectural planning of a self-healing interface but also to provide flexibility in
choosing approaches according to the complexity of the task, computing resources, and
the level of required responsiveness.

Several sources revealed successful implementation of the concepts described
within a production or experimental interface architectures. In particular, Microsoft has
implemented a system for monitoring DOM state and automatic DOM patching based
on telemetry and behavioral logs within Application Insights, using modified
autoencoder models with a semi-supervised learning mode. Netflix's solution, focused
on resilient UI for multimedia platforms, uses generative strategies based on GANs and
reinforcement loops to restore navigation components in dynamic SPAs adaptively.
The architecture of the open-source Backstage (Spotify) project demonstrates the
effective use of clustering algorithms to detect failures in modals and select
components through front-end integration with log analytics. Such examples confirm
the practical feasibility of the self-healing UI concept and its dependence on the correct
combination of interface component types, analytical models, and system response
strategies to a localized anomaly.

Discussion.

The study found that AI models capable of working with partially structured or
telemetry data without a complete set of expected parameters are the most effective in
UI anomaly detection. A comparative analysis of methods shows that auto-encoders
take the leading position in accuracy and adaptability, providing a high level of
generalization with minimal requirements for manual labeling [32]. They are
characterized by a low false positive rate and the ability to autonomously detect
atypical Ul behavior patterns without needing external supervision. At the same time,
such models' explainability remains limited, making it impossible to use them directly
in environments where transparency of algorithmic solutions is essential, particularly

in the interfaces of critical systems [33]. In this context, symbolic algorithms,
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particularly decision trees with built-in heuristics, demonstrate lower accuracy but
provide better interpretability of the identified solutions, allowing them to be integrated
into audit or explanatory diagnosis systems [34].

Latency metrics are critical in determining the feasibility of implementing a
particular method in a production environment. Isolation algorithms such as Isolation
Forest and statistical threshold detection demonstrate the shortest response time to
violations. Still, their accuracy decreases in complex interactive scenarios such as SPA
transitions or lazy loading components [35]. Instead, generative models (GANs) and
reinforcement learning, although requiring higher computing resources, provide a
prediction of future interface states and the formation of adaptive logic that allows the
system to respond effectively to new types of failures [36]. Such models are especially
effective in SPA architectures and Ul components with deep routing, where traditional
behavioral patterns do not provide sufficient information for immediate recovery.

A comparison of real-time recovery strategies revealed a fundamental difference
between runtime patching and full reload. In the first case, the system selectively
updates only the abnormal part of the DOM or interface component, which avoids a
full page reload, preserves the current user state, and improves UX [37]. This approach
is typical for memory-based adaptation or contextual logic models, primarily
reinforcement learning and GANs with support for cached states [38]. In the second
case, a complete reboot results in a loss of context, which is acceptable only for low-
frequency error scenarios where there is no risk of user experience degradation.
Although runtime patching requires higher implementation complexity, it is the basis
for the formation of highly resilient self-healing systems with the properties of
autonomous response to deviations in the UI [39].

Despite significant progress in developing self-healing Uls, several critical issues
remain that limit their full-scale implementation in industrial architectures. First, this
concerns the lack of unified standards for describing and formalizing the recovery
behavior of components [40]. As a result, developers are forced to create specific
solutions that are incompatible with each other, even within the same Ul framework.

The second major problem is the poor generalization of Al models when switching
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between domains: models trained on one Ul framework are inappropriate for another,
even with a slight change in the context of use or user behavior [41]. Another
significant barrier is integrating anomaly detection models into a full-fledged
production process [42]. In real-world conditions, there is a need for hybrid approaches
that combine explainable modules with high-speed heuristic detectors capable of
instant response without a retraining phase.

At the same time, several scientific gaps have been identified that indicate the
need for in-depth interdisciplinary research. One is the lack of lightweight solutions for
decision-making in a resource-constrained mode, which is especially relevant for edge
devices or interfaces with partial autonomy [37]. Existing models demonstrate high
accuracy with significant computational costs or minimal latency with loss of accuracy
and contextuality. The issue of developing full-fledged hybrid models that would
combine the properties of unsupervised learning, rule-based explanation, and
reinforcement learning within a single interface core remains open. Equally important
is the security of self-healing systems, as an erroneous detection of an anomaly or false
activation of a recovery algorithm can lead to uncontrolled changes in the DOM, data
loss, or violation of UX logic. Thus, further research should focus on building
explainable, lightweight, and secure Al systems integrated directly into the Ul
architecture capable of autonomous local response to failures and maintaining the
functional integrity of the interface.

Conclusions.

Self-healing front-end systems form a new direction in the development of
interface architectures focused on autonomous maintenance of Ul components in a
changing user interaction environment. The systematic review results show that the
technology is currently at an early stage of development, dominated by fragmented
implementation of individual solutions without unified approaches to design, model
training, and integration into production environments. An analysis of 40 relevant
sources showed that artificial intelligence plays a key role in automating anomaly
detection, restoring interface logic, and adapting to new situations without user

involvement or external control. Auto-encoder models, reinforcement learning
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algorithms, generative neural networks, and heuristically controlled decision trees
proved particularly effective, providing flexibility in response to failures and the ability
to predict the desired DOM state.

At the same time, it was found that the lack of common standards for formalizing
recovery behavior and poor model generalization across domains limits the practical
implementation of self-healing mechanisms in large-scale interfaces. The low
explainability of most models makes it impossible to use them in security or audit-
sensitive environments, and the lack of open datasets for training and validation creates
barriers to the reproducibility of research. In addition, most existing solutions do not
consider the UX factor during automatic recovery, which can lead to a decrease in user
satisfaction due to unexpected changes in the logic or visual display of the interface.

Potential areas for further research include the development of explainable Al
models that will ensure transparency of the decision-making process in self-healing
systems, the creation of open and verified benchmark datasets, and expanding the
functionality of edge-oriented approaches to handle client-side anomalies with minimal
latency. The integration of reinforcement learning into the front-end architecture will
be of particular importance to form reactive behavior that learns from user feedback,
as well as the inclusion of UX analytics in the metrics for evaluating the effectiveness
of recovery mechanisms. In the future, self-healing systems may become a
fundamental element of sustainable, autonomous, and adaptive next-generation

interfaces capable of continuous self-analysis, recovery, and improvement.
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autonomously detect and recover from Ul anomalies. A systematic literature review of 40 peer-reviewed
publications was conducted following PRISMA guidelines. Key models such as autoencoders, GAN,
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